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Abstract

The benefits of Web cache prefetching are well under-
stood, and so prefetching has been implemented in anum-
ber of commercia products. This paper argues that the
current support for prefetching in HTTP/1.1 is insuffi-
cient because prefetching with GET is not good. Existing
prefetching implementations can cause problemswith un-
desirable side-effects and server abuse, and the potential
for these problems may thwart additional prefetching de-
velopment and deployment. We make some initial sug-
gestions of extensionsto HTTP that would allow for safe
prefetching, reduced server abuse, and differentiated Web
server quality of service. It isour hope that this paper will
restart a dialog on these issues that will movein timeinto
a standards devel opment process.
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1 Introduction

Prefetching into alocal cache is a well-known technique
for reducing latency in distributed systems. However,
prefetching is not widespread in the Web today. Thereare
anumber of possible explanationsfor this, including

o thebandwidth overhead of prefetching datanever uti-
lized,

e the potential increase in queue lengths and delays
from naive prefetching approaches[15],

o the reported bounds on the potential of prefetching
[30], and
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PA 18015.

o theeffect onthelnternet (e.g. added traffic and server
loads) if al clients were to implement prefetching.

Fortunately, the first two objections can be satisfied by
more careful approaches, and the third still allows for a
significant reductionin latency from prefetching, and only
considers proxy-based prefetching. The fourth is till up
for debate, but when prefetching occursover aprivate con-
nection for objects stored on an intermediate proxy (asin
proxy initiated prefetching[23]), thisisno longer anissue.

This paper will first define prefetching and then review
how Web prefetching has been suggested by many re-
searchers and implemented in a number of commercial
systems. In section 3 we will discuss a humber of less-
well-investigated problemswith prefetching, and with the
useof GET for prefetchingin particular. Ineffect weargue
that 1) GET is unsafe because in practice, GET requests
may have (not insignificant) side-effects, and 2) GET can
unfairly use server resources. As aresult, we assert that
prefetching with GET is not good. We then propose ex-
tending HTTP/1.1 [24] to incorporate methods and head-
ers that will support prefetching and variable Web server
quality of service.

2 Background

While some researchers have considered prepushing or
presending, this paper is only concerned with client-
activated preloading of content. We wish to set aside
concerns of how the client chooses what to prefetch (e.g.
Markov model of client history, bookmarks on startup,
user-specified pages, the use of proxy or server hints),
with the understanding that a hints-based model (as sug-
gestedin [38, 34, 20] and others) hasthe potential to avoid
many of the concerns discussed here but may also intro-
duce other problems and likewise lacks specification as a
standard.

Therefore, we make the not-unreasonable assumption
that a prefetching system (at the client or intermediate
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Prefetchability Quiz

http://ww. cnn. cont
http://ww.ibm com
http://ww. geocities.conl
http://ww. m crosoft.com
http://ww. napster.conf
http://ww. vol era. conf
htt p: //ww. bn. cont

Figure 1: Which of these URLSs are prefetchable? (An-
swersarein Appendix A.)

proxy) has a list of one or more URLSs that it desires to
prefetch.

2.1 Prefetchability

Can prefetchability be defined? Let us start with prefetch-
ing. A relatively early paper [19] defines prefetching as
a cache that "periodically refreshes cached pages so that
they will be less stale when requested by the user.” While
this definition does have a Web-specific perspective, it
does not reflect current usage of the term as it is specific
to cache-refreshment. A more general definitioniis:

Prefetching is the (cache-initiated) speculative
retrieval of aresourceinto acachein the antici-
pation that it can be served from cachein the fu-
ture. (1)

Typically the resource has not yet been requested by the
client (whether user or machine), but the definition applies
equally to cacherefreshes (when the content has changed).
Note that with this definition we can see that:

e Prefetching requiresthe use of a cache
o Prefetchability reguires cacheability

Note that not all prefetched resources will be used be-
forethey expireor areremoved from the cache. Somewill
never be requested by the client. Thisimpliesthat:

e Prefetching requires at least idempotence, since re-
sources may end up being fetched multiple times.

e Speculative prefetchability requires safety. Unless
we can guarantee that the client will actually usethis
resource (before removal or expiration), a prefetch-
ing system should not perform any action that hasun-
wanted (from either the client or server’s perspective)
side-effects at the server.

Perhaps now we can propose a working definition:

A Web resource is prefetchable if and only if it
is cacheable and itsretrieval is safe. (2)

Typical concerns for safety (e.g. [25]) are really con-
cernsfor idempotency, but idempotency is insufficient for
prefetching, as the prefetched response might never be
seen or used. Herewe arereferring to the definition of safe
as having no significant side-effects (see section 9.1.1 of
the HTTP/1.1 specification included in Appendix B).

2.2 Prefetching research

Prefetching for the Web is not anew concept. Discussions
of mechanisms and their merits date back at least to 1994-
1995.1 Many papers have been published on the use of
prefetching as a mechanism to improve the latencies pro-
vided by caching systems (e.g. [38, 34, 46, 16, 11, 26, 33,
39, 44, 3, 14, 27, 20, 23, 42, 45]).

2.3 Prefetching in the Web today

A number of commercial systems used today implement
some form of prefetching. CacheFlow [10] implements
prefetching for inline resources like images, and can
proactively check for expired objects. There are dso a
number of browser extensionsfor Netscape and Microsoft
Internet Explorer aswell assomepersonal proxiesthat per-
form prefetching of links of the current page (and some-
times bookmarks, popular sites, etc.). Examples include
NetSonic [47], PeakJet 2000 [40], and Webcelerator [22].

3 Problemswith prefetching

Even with a proliferation of prefetching papersin the re-
search community, and examples of its use in commer-
cial products, there are a number of well-known difficul-
ties with prefetching as described in the Introduction.

Some researchers even suggest pre-executing the steps
leading up to retrieval [12] as one way to avoid some of
the difficulties of content retrieval and still achieve signif-
icant latency savings. However, as suggested above, re-
searchers and developers are till interested in the perfor-
mance enhancements possi ble with specul ative datatrans-
fer. When prefetching (and not prepushing/presending),
the temptation for most system buildersisto usethe HTTP
GET mechanism. Advantagesof GET and standardHTTP
reguest headersinclude:

1For one interesting discussion still accessible, see the threads “two
idess...” and “prefetching attribute” from the www-talk mailing list in
Nov-Dec 1995 at http://1ists.w3. org/ Archives/Public
/ www t al k/ 1995NovDec/ t hread. htni .
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e GET iswell-understood and universally used.

e Therearesupporting librariesto easeimplementation
(e.g. for C thereisW3C's Libwww [49] and for Perl
thereis Libwww-perl [1]).

e |t requires no changes on the server'sside.

However, the use of the current version of GET has some
obvious and non-obvious drawbacks, which we discussin
this section. Even from the prefetching client’s perspec-
tive, there may be some drawbacks. In particular, just like
users, a naive prefetcher may not know that the object re-
quested is very large and will take minutes or hoursto ar-
rive.

In many cases, however, these drawbacks can be char-
acterized as server abuses, because the inefficiencies and
deleterious effects described could be avoided if the con-
tent provider were able to decide what and when to
prefetch. In therest of this section we detail the problems
with prefetching, with emphasis on the consegquences of
using the standard HTTP GET mechanism in the current
Web.

3.1 Unknown cacheability

One of the differences between Web caching and tradi-
tional caching in file and memory systems is that the
cacheability of Web objects varies. One cannot look at
the URL of an object and a priori know that the response
generated for that URL will be cacheable or uncacheable
(see Figure 1). Some simple heuristics are known, includ-
ing examining the URL for substrings (e.g. “?’ and “cgi-
bin") that are commonly associated with fast-changing or
individualized content, for which caching does not pro-
vide much use. However, while a URL with an embed-
ded “?" has specia meaning for HTTP/1.0 caching (see
the HTTP/1.1 specification [24], section 13.9, excerptedin
Appendix B), a significant fraction of content that might
be labeled dynamic (e.g. e-commerce site queries) does
not change from day to day [48] and should be treated
as cacheable unless marked otherwise (as stated by the
HTTP/1.1 specification). Only the content provider will
know for certain, which is perhaps why the cacheability
of aresponse is determined by one or more HTTP head-
ersthat travel with the response.

Some researchers (e.g. [20]) have proposed prefetch-
ing and caching data that is otherwise uncacheable, on the
groundsthat it will be viewed once and then purged from
the cache. However, the HTTP specification [24] states
that such non-transparent operations require an explicit
warning to the end user, which may be undesirable. Since
many objects are marked uncacheable just for hit meter-
ing purposes, Mogul and Leach suggest something simi-

lar in their “ Simple Hit-Metering and Usage-Limiting for
HTTP’ RFC [35] which statesin part (emphasis added):

Note that the limit on “uses’ set by the max-
uses directive does not include the use of the
response to satisfy the end-client request that
caused the proxy’s request to the server. This
counting rule supports the notion of a cache-
initiated prefetch: a cache may issue a prefetch
request, receive a max-uses=0 response, store
that response, and then return that response
(without revalidation) when a client makes an
actual request for the resource. However, each
such response may be used at most oncein this
way, so the origin server maintains precise con-
trol over the number of actual uses.

Under this arrangement, the response no longer has to be
marked uncacheable for the server to keep track of views
and can even direct the number of timesthat the object may
be served.

In summary, though, when a client or proxy prefetches
anobject that it isnot permitted to cache, it haswasted both
client and server resourcesto no avail.

3.2 Server overhead

Even when the object fetched is cacheable, the server may
have non-negligible costs in order to provide it. The re-
trieval will consume some portion of the server’sresources
including bandwidth and cpu, and logging of unviewed re-
quests. Likewise, the execution of some content retrievals
may not be desirable from a content-provider’s point of
view, such as the instigation of a large database search.
In fact, the use of overly aggressive prefetchers has been
banned at some sites [41].

As more attention is paid to end-user quality of service
for the Web (e.g. [8]), the content provider may want to be
ableto serve prefetched items at alower quality of service
so that those requests do not adversely impact the demand-
fetched requests.

3.3 Sideeffectsof retrieval

According to the HTTP/1.1 specification [24], GET and
HEAD requests are not supposed to have a significance
other than retrieval and should be considered safe (therel-
evant portions of the draft standard are included in Ap-
pendix B). Infact, the GET and HEAD methods are sup-
posed to beidempotent methods. In reality, many requests
do have side-effects (and are thus not idempotent).

Often these side effects are the reason for some objects
to be made uncacheable (that is, the side effects are desir-
able by the content producers, such as for logging usage).

Page 3



Moreimportantly, some requests, when executed specula-
tively, may generate undesirable effectsfor either the con-
tent owner, or the intended content recipient. Placing an
item into an electronic shopping basket is an obvious ex-
ample— aprefetching system, when specul atively retriev-
ing links, does not want to end up placing the items cor-
responding to those links into a shopping cart without the
knowledge and consent of the user.

This redlity is confirmed in the help pages of some
prefetching products. For example, onevendor [21] states:

On sites where clicking a link does more than
just fetch a page (such as on-line shopping),
Webcelerator’s Prefetching may trigger some
unexpected actions. If you are having problems
with interactive sites (such as e-mail sites, on-
line ordering, chat rooms, and sites with com-
plex forms) you may wish to disable Prefetch-

ing.

| dempotency isasignificant issue and is al so mentioned
inother RFCs (e.g. [7,5, 6]). Itisadditionally anissuefor
pipelined connectionsin HTTP/1.1 (prefetching or other-
wise) as non-idempotent requests should not beretried if a
pipelined connection were to fail before completion.? The
experimental RFC 2310 [25] proposesthe use of anew re-
sponse header called Safe which would tell the client that
the request may be repeated without harm, but thisis only
useful after theclient already has header information about
the resource. Thelack of guaranteed safe prefetching also
complicateslive proxy evaluation[17].

TheHTTP/1.1 specification [24] doesnotethat “it isnot
possible to ensure that the server does not generate side-
effects as a result of performing a GET request.” A con-
scientious content developer would not only need to use
POST to accessall potentially unsafe resources but to pre-
vent GET access to those resources, as linking to content
cannot be controlled on the WWW. There may also be
some confusion asto theinterpretation of theidempotence
of GET asaMUST rather than aSHOULD, and what con-
stitutes safety and its significance (asa SHOULD require-
ment). In any case, enough content providers have built
websites (perhaps without thought to prefetching) that do
generate side-effects from GET requests that careful de-
velopers are unlikely to develop widespread prefetching
functionality, for fear of causing problems.

2HTTP idempotency continues to be significant. For a rela-
tively recent discussion of HTTP idempotency with emphasis
on idempotent sequences, see the discussion thread “On pipelin-
ing” from the IETF HTTP working group mailing list archives at
http://ww. ics. uci.edu/ pub/ietf/http/hypermail
/ 2000/ t hread. htm .

3.4 Related non-prefetching applications

There are other situations in which server resources are
potentially abused. These include price-comparison sys-
temsthat repeatedly retrieve pages from e-commerce sites
to get thelatest product pricing and availability, and exten-
sive mechanical crawling of a site at too fast arate [32].
Both of these can cause undue loads at a Web site and af -
fect performance of the demand-fetched responses. While
the need for an improved interface between crawlers and
servers has been recognized (e.g. [9]), the need for distin-
guishing between demand- and non-demand-requestshas
not been suggested. Interestingly, there has been recent
work [43] to build crawlersthat attempt to accessthe “hid-
den Web" — those pages behind search forms[4], further
blurring the semantic distinction between GET and POST
methods.

A server may also benefit from special handling of other
non-demand requests, such as non-demand-based cache
refreshment traffic [13], in which additional validation re-
quests are made to ensure freshness of cached content.
From the content provider’s perspective, it would be help-
ful in general to serve non-demand requests of any kind at
adifferent quality of service than those requeststhat come
from a client with a human waiting for the result in real-
time.

3.5 User activity conflation

Non-interactive retrieval also has the potential for gener-
ating anomalous server statistics, in the sense that a page
retrieval is assumed to be represent a page view. Almost
certainly some fraction of prefetched requests will not be
displayed to the user, and so the logs generated by the
server may overestimate and likely skew pageview statis-
tics. Thisisalso the casefor other kinds of non-interactive
retrievals, such as those generated by web crawlers. To-
day, when analyzing server logs for interesting patterns of
usage, researchers must first separate (if possible) the re-
trievals from automated crawlers[29, 18].

Additionally, if the server were maintaining a user
model based on history, undistinguished prefetching re-
quests could influence that model, which could generate
incorrect hints that would cause additional requests for
useless resources which would likewise (incorrectly) in-
fluence the server’smodel of the user, and so on. A server
that is able to distinguish such requests from demand traf-
fic would also be able to distinguish them in logs and in
user model generation.
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4 Proposed extensionstoHTTP

The preceding section has discussed the problems with
prefetching on the Web using current methods. In this sec-
tion, we describe the need for an extension (as opposed to
just new headers) for HTTP, mention briefly some previ-
ous proposals for HTTP prefetching extensions, and then
provide a starting point for recommended changes to the
protocol.

4.1 Need for an extension

HTTP is a generic protocol that can be extended through
new request methods, error codes, and headers. An exten-
sion is needed to allow the server to define the conditions
under which prefetching (or any other non-demand request
activity) is allowed or served.

The aternative to an extension is more appropriate use
of the current protocol. One approach, say, to eiminate
some wasted effort would be to use range-requests (much
like Adobe's Acrobat Reader [2] does) to first request a
portion of the document. If the document was small, then
thereisachancethe whole object will beretrieved. Inany
case, the headers would be available. A dight variation
would be to use HEAD to get meta-information about the
resource. That would alow the client to use some char-
acteristics of the response (such as size or cacheability) to
determine whether the retrieval is useful. These sugges-
tions do not address the problems of request side-effects
and high back-end overhead which would not be visible
from headers, and in fact may be exacerbated by HEAD
reguests (e.g. if the server has to generate a dynamic re-
sponse to calculate values such as Content-length). Nei-
ther do they alow for a variable quality of service at the
Web server.

A second alternative would be to classify systems per-
forming prefetching activity as robots, and require com-
pliancewith the so-called “ robot exclusion standard” [28].
However, conformity with this non-standard is voluntary,
and isignored by many robots. Further, compliance does
not ensure a prevention of server abuse, as thereisno re-
striction on request rates, allowing robots to overload a
server at whim.

A third approach would be to incorporate a mechanism
to support mandatory extensions to HTTP without proto-
col revisions. Such amechanism hasbeen proposed in Ex-
perimental RFC 2774 [37], which allowsfor the definition
of mandatory headers. It modifies existing methods by
prefixing them with “M-" to signify that aresponseto such
a request must fulfill the requirements of the mandatory
headers, or report an error. If RFC 2774 were widely sup-
ported, this proposal might only need to suggest the defini-
tion of new mandatory headers that allow for prefetching
and other non-interactive requests to be identified.

4.2 Previous Proposals

Other researchers have proposed extensions to HTTP to
support prefetching in one form or another.

e In his masters thesis, Lee [31] prepared a draft pro-
posa for additional HTTP/1.1 headers and meth-
ods. PREDICT-GET is the same as GET, but allows
for separate statistical logging (so that logs are not
skewed with prefetching requests). PREDICT-GOT
isamethod equivalentto HEAD, butistobeused asa
way for the client to tell the server that the prefetched
item was eventually requested by theclient. Lee also
lists new headers that would specify what kinds of
predictions are desired by the client, and the kinds of
predictions returned by the server.

e Padmanabhan and Mogul [38] suggest adding a new
response header to carry predictions (termed Predic-
tion) that would provide alist of URLS, their proba-
bilities, and possibly their size.

e Duchamp [20] defines a new HTTP header (termed
Prefetch) along with a number of directives. The
new header isincluded in both requestsand responses
to pass information on resource usage by the client
and suggested resourcesfor prefetching by the server.
The actual retrieval is performed using GET.

Unlike these proposals, we would like to see changes
that are independent of a particular prediction technique.

4.3 Recommending Changes

Any realistic set of changes will need to be agreed upon
by a large part of the Web community, and so it makes
sense to develop a proposal for these changes in consul-
tation with many members of that community. However,
there are certain aspects to the changes that appear to be
sensible with respect to the type of prefetching described
in this document.

We argue that a new method is needed. It should be
treated similarly to the optional methodsinHTTP/1.1. The
capability of the server could be tested by attempting to
use the new method, or by using the OPTIONS method
to list supported methods. A new method provides safety
— if aclient uses a new method, older serversthat do not
yet support prefetching would return the 501 Not Imple-
mented status code, rather than automatically serving the
request, which would happen with the use of anew header
accompanying a GET request. If the server does support
these prefetching extensions, it would have the option to
servetherequest asif it wereanormal GET, or at alower-
priority, or to deny the request with a405 Method Not Al-
lowed status code. When aclient receivessomekind of er-
ror code using the new method, it may chooseto re-try the

Page 5



request with atraditional GET, but with the understanding
that such action may have undesirable side-effects.

Therefore, we suggest a second version of GET (ar-
bitrarily called GET2). A new header (possibly called
GET2- Constrai nt) may also be useful to allow the
client to specify constraints(e.g. saf e to guarantee safety
of the processing of this request, max- si ze to prevent
fetching even a portion of an object that is too large,
m n-f resh to prevent fetching an object that will ex-
pire too quickly, max-r esp-ti me to not bother if the
response will take too long, etc.). Note that some of the
Cache-control header vaues may be relevant here
(like m n-fresh), even though GET2 requests may be
made to servers as well as caches. Another header might
be useful to alow client-type identification (e.g. inter-
active for browsers and other clients needing immedi-
ate response, non-interactive for prefetching systems that
will eventually send this content to users, robot for non-
interactive systemsthat will parse and use content directly,
etc.), but it may also be sufficient to assume that GET2 re-
quests will only be generated by non-interactive systems.

In summary, we recommend the devel opment of a pro-
tocol extensionthat, whenimplemented by non-interactive
clients that would otherwise use GET, allows for abso-
lutely safe operation (no side-effects). Whenimplemented
by servers, gives them the ability to distinguish between
interactive and non-interactive clients and thus potentially
provide different levels of service.

5 Summary

The benefits of Web cache prefetching are well under-
stood. Prefetching could be a standard feature of today’s
browsers and proxy caches. (Older versions of Netscape
Navigator even have some prefetching code present, but
disabled [36].) This paper has argued that the current sup-
port for prefetching in HTTP/1.1 is insufficient. Exist-
ing implementations can cause problemswith undesirable
side-effects and server abuse, and the potential for these
problems may thwart additional development. We have
made someinitial suggestions of extensionsto HTTP that
would alow for safe prefetching, reduced server abuse,
and differentiated Web server quality of service.

Overadl, the conclusionswe reach about the current state
of affairsarethe following:

e Prefetching with GET can be applied safely and ef-
ficiently between client and proxy under HTTP/1.1
usingtheonl y-i f - cached andmi n-fresh op-
tions to the Cache- control header. Proxy re-
sources can be abused, however, by aclient prefetch-
ing content that will never be used, and prefetching
effectivenessis limited to the contents of the cache.

e The safety nor efficiency of prefetching from an ori-
gin server cannot be guaranteed, as the origin server
cannot does not recognize non-demand requests and
SO must serve every request, including requests for
content that is uncacheable or has side effects.

e Proxies and origin servers cannot provide different
qualities of service to demand and non-demand re-
quests, again because they cannot distinguish be-
tween demand requests and non-demand requests
(generated by prefetchers and Web robots).

e Much of the uncacheable content of the Web can be
prefetched by clients in the sense that the content
can be cached if semantic transparency is alowed to
be compromised (although user warnings are still re-
quired under HTTP/1.1).

An extension to HTTP could rectify the second and
third problemsand allow for safe, semantically transparent
prefetching for those systemswhich supportit, and “ grace-
fully” degrade to the existing situation if necessary when
the extension is not supported by either the client or the
server. Itisour hopethat this paper will restart adialog on
these issues that will movein time into a standards devel -
opment process.
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A

Answersto prefetchability quizin
Figurel

As defined in section 2.1, prefetchability depends on the
cacheability and safety of the resource. However, only
the content provider can determine each of those. Thus,
aquiz on prefetchability is abit of atrick question. Since
each of these are home pages, we might get away with the
assumption that retrieval of their contents is safe. Thus,
we need only concern ourselves with cacheability. Fortu-
nately, cacheability iswell-defined, sowe cantest it (albeit
after fetching at least the headers of the content).3

http://ww. cnn. cont iscachesableif the agent
is auser-specific client agent (e.g. part of abrowser)
and thedataisused in the next 60 seconds, so it can be
prefetched by abrowser, but not by a generic proxy.

http://ww. i bm com does not provide aval-
idator (e.g. Last - Modi f i ed or ETag header) soit
cannot be validated (and thusis imprudent to cache).

The same can be said for the home pages of
www. cachef | ow. com www. net scape. com
www. appl e. com www. i nkt om . com
www. spi der cache. com www. googl e. com
WWW. eur osport.com WWW. Ci sco. com
www. aol . com www. att.com www. f5. com
www. yahoo. com www. al t avi st a. com
www. r edhat . com and www. news. com

http://ww. geocities.conl has been ex-
plicitly marked stale, and uncacheable at all by inter-
mediate proxies.

http://ww. m crosoft.coni does not have
any explicit caching headers, but doesinclude a val-
idator.

Likewise, www. akamai . com
www. net app. comy www. i nfol i bria.com
www. i mi i c. com and www. fireclick.com
have validators but no explicit expiration.

http://ww. napst er. con hasanexplicit ex-
piration of one day.

http://ww. vol era. conl has an explicit ex-
piration of 15 minutes.

htt p://ww. bn. cont is set to expire far in the
past, and uncacheable by a proxy.

Themoral of courseisthat one cannot tell the cacheabil-
ity (let alone prefetchability) of aresource fromits URL.

3These cacheability testswere performed in early June 2001 using the
tools available at www. web- cachi ng. com
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B Excerpts from Draft Standard
RFC 2616: “Hypertext Transfer
Protocol —-HTTP/1.1" [24]

9.1 Safe and I dempotent Methods
9.1.1 Safe Methods

Implementorsshould be aware that the software represents
the user in their interactions over the Internet, and should
be careful to allow the user to be aware of any actionsthey
might take which may have an unexpected significance to
themselves or others.

In particular, the convention has been established that
the GET and HEAD methods SHOULD NOT havethesig-
nificance of taking an action other than retrieval. These
methods ought to be considered “safe”. This allows user
agentsto represent other methods, such asPOST, PUT and
DELETE, in aspecial way, so that the user is made aware
of the fact that a possibly unsafe action is being requested.

Naturally, it isnot possibleto ensurethat the server does
not generate side-effects as a result of performing a GET
reguest; in fact, some dynamic resources consider that a
feature. The important distinction hereis that the user did
not request the side-effects, so therefore cannot be held ac-
countable for them.

9.1.2 Idempotent Methods

Methods can also have the property of “idempotence” in
that (aside from error or expiration issues) the side-effects
of N > 0O identical requests is the same as for a single
request. The methods GET, HEAD, PUT and DELETE
share this property. Also, the methods OPTIONS and
TRACE SHOULD NOT have side effects, and so are in-
herently idempotent.

However, it is possible that a sequence of several re-
guests is non- idempotent, even if al of the methods ex-
ecuted in that sequence are idempotent. (A sequence is
idempotent if a single execution of the entire sequence al-
waysyieldsaresult that is not changed by areexecution of
al, or part, of that sequence.) For example, a sequenceis
non-idempotent if itsresult dependson avaluethat islater
maodified in the same sequence.

A sequencethat never has side effectsisidempotent, by
definition (provided that no concurrent operations are be-
ing executed on the same set of resources).

13.9 Side Effects of GET and HEAD

Unlessthe origin server explicitly prohibitsthe caching of
their responses, the application of GET and HEAD meth-
odsto any resources SHOULD NOT have side effectsthat
would lead to erroneous behavior if these responses are

taken from a cache. They MAY still have side effects, but
acacheis not required to consider such side effectsin its
caching decisions. Caches are always expected to observe
an origin server’s explicit restrictions on caching.

We note one exception to this rule: since some appli-
cations have traditionally used GETs and HEADs with
query URLS (those containing a”?" in the rel_path part)
to perform operations with significant side effects, caches
MUST NOT treat responses to such URIs as fresh un-
less the server provides an explicit expiration time. This
specifically means that responses from HTTP/1.0 servers
for such URIsSHOULD NOT betaken from acache. See
section 9.1.1 for related information.
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